g g | L5

—!
|
‘& I 15
l
NS
—

—\!

IQT
T\\‘\T

— .
N ==
-
—\!
—\

S =
=

<~ (L IVLLédd -

]

F
\

J

E

Z



https://www.balbix.com

IBUZZWORD.OR
CUSSWORD?

How many buzzwords can find in the grid below...
and how many cusswords?

AI ML

OH FUDGE
CONTEXTUALIZED
CRUD

NEXT GEN

SON OF A GUN
PREDICTIVE
PICKLE
ACTIONABLE
SHUCKS
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So, you think you know it all? Unscramble these common security terms in
less than 5 minutes. And if you can’t, perhaps it’s a sign that you need to
spend less time Netflix and Chillin’ and more time Infosec Drillin’

1. DILEMMA END HINT

2. PRINCE TONY

3. ALIEN BLURT IVY

4. ENVY NITRO

5. INTO THE NAUTICA

6. OFT ERR CUBE

7. DIRT EARN HEIST

8. BEN TOT

9. CUBES ICY RETRY

10. EXPERT HITCH

Balbix’ 3
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| set my wi-fi password | tried to change my password
to 2444666668888888. to Fortnite.

When someone asks me what it is, But apparently, it’s two week.
| respond with, “12345678.”

A man asks for the wi-fi password
Don’t use beef stew as at a bar. The bartender replies
a computer password. “Buy a beer first.” So, the man
orders a beer and asks the bartender
again. He replies: “Buy a beer first,
no spaces, all lowercase.”

It’s not stroganoff.

What do cats and security pros
have in common?

When either one is unusually happy
and excited, an appropriate question
would be, “did you find a bug?”

HEAVIEST OBJECTS
IN THE UNIVERSE

OURSUN  NEUTRON BLACK VULNERABILITY
STARS HOLES  SCAN REPORT

Balbix’
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IDQNTI FY . YOUR— |

ATTACK SURFACE

11

12

13

ACROSS

2 A program that can automatically perform
some simple repeated task to reach a
pursued goal

7 Using a social network to create an account
with a fake identity to deceit a person

10 A vulnerability that enables attackers to gain
complete control over targeted computers
and Linux-based routers with CGl-based
web interfaces.

11 A malicious technique by which a victim is
tricked into clicking on a URL, button or other
screen object other than one intended by or
perceived by the user

12 A software or hardware means by which the
keystrokes of a user are recorded as they
type

13 A setting that violates a policy or that permits
or causes unintended behavior that impacts
the security posture of a system

Balbix’

DOWN

1

The activity related to researching, testing,
approving and installing updates and patches
to computer systems

An Internet community focused on
understanding web technologies and
exploitations

The means and mechanisms of managing
access to and use of resources by users

A security mechanism prohibiting the
execution of any program that is not on a
pre-approved list of software

Taking advantage of a vulnerability to cause
unintended or unanticipated behavior to
occur

An attack which attempts to block access to
and use of a resource

A man-in-the-middle exploit taking
advantage of a flaw in the SSL/TLS protocols
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CYBERSECURITY

IN EMOJIS

Can you identify the cybersecurity terms below?

1. 11.

2 + 12
3 13.
4 14.
5. MID DLE 15. Il
6 P 16
7 ? 7.  F
8 U 18. Y
9 19.
10. 20. S

Balbix’ 6
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Risk Heat Map
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THE ADUENTURES OF CISO ED & €O,

IT'S WORKING GREAT!

HOW'’S THE NEW THE ONE JUST NOT QUITE AS WE INTENDED...
SECURITY TOOL WE BOUGHT
WORKING? LAST MONTH?

$%" @#$8&!*

|
P

|
N
l

‘°0
D
c > <
Q) 2
®
THE ADUENTURES OF CISO ED & €0,

i IS0 GOV 33 [ HAVE YOU TRIED ELIMINATING oﬁﬁg g:?‘:(,s
THE NUMBER OF ALERTS PRODUCED YOUR PERSONAL LIFE? #1@$$78*$? IDEA I HAD.

BY OUR VULNERABILY TOOL.

THE ADUENTURES OF CISO ED & €O,

I HAVE NO IDEA HOW MANY STUDIES HAVE SHOWN THAT Hg}"(} ';"IQSY
IT ASSETS WE HAVE SO I ACCURATE NUMBERS AREN'T
JUST MADE THAT NUMBER UP. N e oy SHOWED THAT?
\ ONES YOU MAKE UP.
\ / TWENTY-SEVEN.

o467

oL
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THE ADUENTURES OF CISO ED & €O,

THE GOAL IS TO MAKE OURSELVES INTIMIDATED
LOOK SMART WHILE MAKING THE BUT WHY? PEOPLE
ML HEROI LG UG el Az READERS FEEL INTIMIDATED. DON'T AsK
MORE JARGON AND ACRONYMS. \ QUESTIONS.

N

&
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\
THE ADUENTURES OF CISO ED & €O,

THE MARKETING DEPARTMENT THIS BADGE WILL INSTILL CONFIDENCE BUT OUR WEBSITE
SAVES THE DAY! IN OUR ONLINE CUSTOMERS. ISN'T EVEN HTTPS.

M

THAT HASN'T HURT
OUR SALES SO FAR.

CHECK OUT THIS NEW
“100% CYBERSECURE” BADGE
THAT WE PUT ON OUR WEBSITE.

THE ADUENTURES OF CISO ED & CO. MUCH, MUCH, MUCH LATER..

FINALLY!

LET’S DIVVY UP CISO ED
AT LONG LAST OUR SCANNER THE WORK AND WILL BE TT_IEi.%A;CSITs;;?.IFE
IS DONE PRODUCING GET CRACKING ON IT. SO HAPPY! FOR NEXT MONTH’S SCAN
A 200 PAGE LIST OF CVEs... / \ .
K|
L4

CLICKS ON “SORT BY PRIORITY”

Balbix’
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Check out the

Adventures of CISO Ed & Co.

PANDEMIC EDITION

to see how they are coping
with life in quarantine

and working from home.

GET THE BOOK!

creeestsURITYADREAMITEAM

CYBERW

%mﬂmmﬂ
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THE ADVENTURES OF

CISOED & CO.
f‘é‘@?ﬁ%&c

'=! Balbix’

PARENTS!

Have you downloaded our first ever
cybersecurity activity book

for kids yet? It has puzzles, games,
coloring pages to keep kids busy
with infosec themed activities.

GET THE BOOK!
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https://blogs.balbix.com/introducing-the-adventures-of-ciso-ed-co.-pandemic-edition
https://www.balbix.com/resources/kids-cybersecurity-activity-book/

Pt

D Change passwords quarterly

Don’t reuse pPasswWor
work and persona\

D Update softwa

Only download from SO
you trust

ds between

re when prompted
urces

If you must use public wi-fi,

use a VPN
D Avoid insecure websites

D Think before you click

Balbix’
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ANSWERS

ANAGRAMS -:

—
o

1
2.
3.
4.
5.
6.
7.
8.
9.

MAN IN THE MIDDLE
ENCRYPTION
VULNERABILITY
INVENTORY
AUTHENTICATION
BRUTE FORCE
INSIDER THREAT
BOTNET
CYBERSECURITY
CIPHERTEXT

EMOJIS rc

. PHISHING

. RANSOMWARE

. WORM

. VIRUS

. MAN IN THE MIDDLE
. BLUEKEEP

. WANNACRY

ATTACK SURFACE -c:

. ILOVEYOU VIRUS
. SPYWARE
. ROOTKIT
. ZERO DAY
12. ANTIVIRUS
13. FIREWALL
14. RED TEAM

Al-POWERED
CYBERSECURITY
POSTURE
TRANSFORMATION

Balbix’

. BLACK HAT

. PEN-TESTER

. HEARTBLEED

. CRYPTOGRAPHY
. HONEYPOT

. SPEAR PHISHING

13
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