Ransomware is malware that encrypts data, offering to decrypt that data only if a ransom is paid. There is often a threat of
permanent deletion of the data if the ransom is not paid within a certain amount of time. It’s also common for the attackers to

Ransomware, like many other forms of malware, -
makes its way into an organization using a variety
of techniques—phishing, stolen or weak I

threaten to publish of sell the organization’s data

credentials, vulnerability exploitation, etc. Once it 8 Ste ps to

infiltrates the corporate network, most malware

spreads across that network, finding and encrypting I Prevent M a Iwa re

more data on more machines. The result can be
catastrophic, freezing access to information \ _

systems across even large companies, bringing

their business to a standstill.
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and Restoration
Having a strong backup and restoration process in place can ensure that @ ,
you can restore data that has been encrypted, without paying the ransom.

Ransomware and all malware typically exploit known vulnerabilities. An ﬁ \
assets, including categorization and calculation of business criticality is /
I /

important vulnerabilities are fixed first.

Update/Remove Old and

Obsolete Softwares

37% of IT budgets are wasted on unused software, so removing that software
can help with significant cost savings. Regardless, old or obsolete software is
a danger because vendors stop issuing security updates

Continuous Data Backup

Just make sure that the machines on which the backups are stored are
completely isolated from network segments where malware might spread /
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Maintain Password Hygiene  /~5~"\

Disable Vulnerable Services
Like RDP Whenever Possible

There are a lot of important network services in a typical enterprise network—
Telnet, RDP, FTP, etc. These same services can also represent a way to

infiltrate your network, so they need to be carefully controlled. Start by
identifying critical assets running these services and analyze whether there is
a true business need for the service, as well as whether the appropriate
compensating controls are in place.

Ransomware and all malware typically exploit known vulnerabilities. An \

effective patching program which begins with an accurate inventory of all
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Control Access with Least
Privilege and Email Segmentation

important vulnerabilities are fixed first.

Employ Anti-virus and Email Security

Employing these basic services sounds, well, basic. That said, not all such
compensating controls are created equally. It can be just as important to
identify effectiveness of your controls as it can be to have them in place to
begin with. That means ensuring that they are up-to-date and patched, as well
as ensuring that you have the best tools for the job in place.

are necessary for their roles. As with disabling risky network services, risk
owner assignment can help ensure that these decisions are being made by /
the people closest to the area of the business where the assets are used.

Too many privileges add up to too much risk. It’s important to identify l
assets, especially critical machines, where users have more privileges than O'l'l

Train All Users on Security Awareness

Of course, much of this could be avoided if all users were 100% aware and
100% compliant on appropriate security measures to avoid things like
phishing or downloads of malware. Preventing ransomware is a team effort
and ensuring that your “team” of end users is appropriately trained and aware
is as important as anything else on this list.
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