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INTRODUCTION

Cybersecurity is a fast-paced, dynamic area. Attackers are developing new and
innovative attack methods and combining them with older vectors to create

nearly infinite methods of attack. Whether an attack is a single packet exploit, a
multiphase user compromise, or a low-and-slow attack drawn out over many days,
the defenders are responsible for identifying and stopping the attacks as soon as
possible. The speed of detection and mitigation are the true issues today. How
fast is as fast as possible? Over the last few years, research like the Verizon Data
Breach Investigation Report demonstrated that, “as fast as possible” has not been
nearly fast enough. Compromises can happen in hours, but identifying an attack
may not take place for months or years.

It is this issue that focused innovators on how to identify and respond to security
incidents faster. The first challenge is being able to wade through the incessant
and overwhelming noise of alerts, and reduce them to a workable volume of real
problems that can be clearly defined and addressed quickly.

Over the past several years, numerous startup companies were established

to address the gap in analytics and visibility of real issues in the sea of alerts.
Security analytics solutions were initially designed to perform one or more of three
primary types of security-focused analytics: User and Entity Behavior Analytics
(UEBA), Anomaly Detection, and Predictive Analytics. Since their inception, much
of these analytics have merged, leaving only a thin line between combined UEBA/
Anomaly Detection and Predictive Analytics.
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This report is the second of a two-part series. Part one, released earlier this year,
delved into the platforms, solutions, and products supplying log-based security
analytics for the express purpose of providing them with fewer actionable alerts
without the side effects that can filter out alerts on actual threat activity. This
second report focuses on vendors that use network information, such as net
flows, deep packet inspection, and forensic packet analysis, to gather telemetry.
This report evaluates vendors across five major categories supported by over
120 KPIs. EMA evaluated and scored each vendor under the same documented
criteria. Each participating vendor has a profile that outlines their solution, its
strengths and weaknesses, and its performance ratings compared to the other
vendors evaluated. It also documents key decision-making factors important to
the buying process and ultimately depicts the vendors'’ relationship to each other
based on value vs. functionality.
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ASSESSING THE MARKET LANDSCAPE

The Foundations of Security Analytics

Anomaly Detection, Predictive Analytics, and UEBA use similar underlying
approaches to achieve their end goals of improved visibility into activities and
greater accuracy for identifying and prioritizing threats and risk. They are based
on new and old algorithms that include supervised, unsupervised, and reinforced
machine learning, deep learning, statistical deviation Bayesian analytics, statistical
deviations, and other statistical and probability mathematics to create models of
unexpected behaviors or unanticipated outcomes. When something occurs that
falls outside the model, the algorithms generate an alert and pass it to the relevant
operations team. If the report is deemed accurate and actionable, it is handled. If
not, the feedback the operations team provides is usually used to adjust the model
to be more accurate.

Though out-of-the-box accuracy is generally 80 percent or higher, model accuracy
and the outputs are honed through greater data inputs over time and, in many
cases, analyst inputs. Thus, the longer the system is used and properly adjusted
with new data and user feedback, the more accurate it becomes at identifying
expected outliers.

The Evolution of Security Analytics From SIEM

The SIEM market has existed for nearly 20 years. Despite the improvements
made in gathering logs into a single repository and creating a single management
and operational interface, SIEM has its difficulties. The largest of these ongoing
issues has been the inability to analyze and summarize events on its own.

Alert correlation was SIEM’s answer to related or chained events, and was a
great advancement in alert conglomeration and response. The problem was that
correlation depended on knowing what administrators and operators were looking
for and creating rules to look for the related events. If they knew what to look for,
they could create a strong system and gain a lot of value. It broke down under the
ability to draw relationships without the predetermined rules and thresholds. There
were so many alerts that people couldn’t readily identify the relationships in all

of the noise, so “bad” stuff slipped through. On the other extreme, when systems
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were over-tuned to reduce the noise, the tuning often filtered out some of the
important alerts with the noise, once again allowing some “bad” stuff to be missed.

As time went on, the SIEM vendors’ promises were falling short. They were

not adapting to the need, so other technologists working to solve this problem
created a new market called “security analytics.” Numerous groups coming from
the private sector and government service applied insightful and revolutionary
approaches to solving the problem. Most of these solutions providers did not have
the legacy baggage the SIEM vendors were carrying, so they could develop their
solutions faster. These solutions have been well received and are growing quickly.
They created markets like Advanced Breach Detection, which uses security
analytics.

Capability Convergence is Driving the Market

EMA sees the security analytics market paralleling the antimalware market.
Afew years ago, the endpoint detection and response (EDR) and endpoint
prevention platform (EPP) markets separated from the antivirus or antimalware
markets. However, in the last year, EMA saw market pressures that caused a
recombination of these tools. Vendors who once offered solutions or platforms
focusing on one are now creating or acquiring and integrating the other solution
capabilities into their existing offerings.

EMA expects the same recombination to happen in security analytics. Security
analytics evolved out of the SIEM markets’ inability to provide true analytics. The
smaller, nimbler companies carved out a nice place for themselves delivering
enhanced analytics to address the alert fatigue and accuracy problems. However,
in 18 to 24 months, the traditional SIEM vendors responded. They have created
or acquired the ability to provide better analytics to their solutions to compete with
the startups. They also have the ability to process log and network information
within their solutions and platforms. This adaptation requires that the smaller
companies focused on either log or network analytics to adapt to having both
capabilities. This will happen through merger and acquisition activities or through
internal development. With this market pressure, technology consumers should
see a good change in the next 12-18 months.
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CRITERIA FOR SOLUTIONS EVALUATION

Feature Eligibility
Vendors participating in the research were asked to report on capabilities that
were publicly available as of January 31, 2018. The primary inclusion criteria were
as follows:

v" Does your solution/platform/product use forms of network packet, network
flow collection, and analysis of some kind as a primary mode of data
ingestion?

v Does your solution/platform/product provide any means to reduce
workloads on security personnel for situations like incident response and
investigations?

v" Does your solution/platform/product correlate multiple, seemingly
anomalous events into a single security event without rules, policy,
thresholds, or other guidance from an analyst/operator/ administrator?

v" Does your solution/platform/product perform threat detection across hybrid
IT infrastructures, including both hybrid cloud and hybrid data center
environments?

v" Does your solution/platform/product claim to identify previously unknown
threats?

v" Does your solution/platform/product provide any of the following: UEBA,
Anomaly Detection, or Predictive Analytics?

v" Does your solution/platform/product provide specialized types of
visualizations to easily identify threats and/or risks?

v" Does your solution/platform/product offer support for elastic computing to
meet demand spikes?
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RESEARCH METHODOLOGY

In the entirety of the evaluation, there were over 100 different KPIs that were

collected from a combination of publicly-available information, a vendor

questionnaire, and customer interviews. The KPIs were parsed into five primary £ %
categories: Deployment and Administration, Cost Advantage, Architecture and |

Integration, Functionality, and Vendor Strength. Each of these categories had N

multiple subcategories. The ratings for these categories are presented in the |/

vendor profiles as a spider graph, with the total score for the vendor and the mean
value across all evaluated vendors. The same is also displayed for each of the
five primary categories.

Summary Rankings Descriptions

The profiles also reveal some of the secondary summary values and their ratings
based on a five-level scale. In most cases, the values are converted to one of the
following, ranked from highest to lowest: Outstanding, Strong, Solid, Limited, and
None, listed from most desirable to least desirable. There were several categories
that used other rankings. Costs for training and professional services used the
rankings Very High, High, Moderate, Minimal, and Very Low, listed from least
desirable to most desirable.
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INVITED VENDORS AND NOTABLE ABSENCES

There are quite a few vendors that compete in the security analytics space. This
Radar only covers those that focus on analysis of security events through network
data acquisition. They may or may not collect and analyze information generated
by other security systems to create their picture of the monitored environment.

Listed below are vendors that compete in the network-based security analytics
space in some manner, but either voiced a decision not to participate or failed to
respond to the request to participate. No qualifying organization that wanted to
participate and could return the requested information in the project timeframe
was denied the opportunity to do so.

Darktrace did not respond to requests to participate.
FlowTraq was not able to meet requested timelines for data return.

Mantix4 was identified late in the process and was not able to meet requested
timelines for data return.

RSA elected not to participate because they were in the middle of a new release
and the acquisition of Fortscale, and were not ready to discuss their new features.

LogRythm, QRadar, and Splunk all have analytics capabilities around packets
and flows through internal means through partnerships. However, their roots in
the log analytics space placed them in the first part of this series, so they were not
evaluated in this report.
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ON THE EMA RADAR™

The EMA Network-Based Security Analytics Landscape
EMA RADAR™ FOR NETWORK'BASED SECU RITY ANALYTICS Q3 2018 Chart provides graphical representations of evaluated
industry leader positioning in relation to both critical axes.
The Product Strength axis combines evaluation scores for
Vectra Functionality with Architecture & Integration. Cost Efficiency is
@ ersive (w)ss8 calculated by adding the scores achieved for Cost Advantage
(3)OProtectWise and Deployment & Administration. The size of each bubble

E""a”g% . indicates scoring for Vendor Strength in the market.
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EXCEPTIONAL

In every solution, there are tradeoffs to be made. There

are two primary approaches to achieving value leadership.
Some vendors approach value leadership by trying to create
premium solutions that have “all” of the functionality that can
be imagined, thus meeting the broadest possible number of
use cases in return for commanding premium pricing, thus
falling higher on the Y-axis and farther left on the X-axis. The
other approach uses the 80/20 rule. This approach means
providing somewhere around 80 percent of the features
expected to be needed and passing the lower development
and maintenance costs on to the customer at a much lower
cost, thus landing far to the right on the X-axis and lower on

STRONGER FEATURES, ARCHITECTURE, AND INTEGRATION

MODERATE

the Y-axis.
1) Some vendors and consumers have the perception that being
< o . : . . o
[ in the top right corner is the optimal position. However, that
= < L . . . .
- @ is virtually impossible to attain and though optimal for the
g consumer, it is not optimal for the vendors. If the solution
3 has maxed out in the features needed for its use, it moves
2 to the top of the Y-axis. If it is also pushing the lowest prices
X MOOEE e ECEP IO then the consumer gets great value, butl the vend_or is_ leaving
DEPLOYMENT COST EFFICIENCY money on the tablg becaulse, as_ a prgmlum s_olut|on, it should
be demanding a higher price. Given its premium status, the
VALUE RATING VENDOR STRENGTH market will bear that higher price. The higher price then moves
I\_/MJED . cﬁfg‘ETED \S/;T\E{SSG \L//E\;I&LI;IIEER °"°"°"°"°"° it to the left on the X-axis. This is highly desirable for the
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Figure 2: EMA Network-Based Security Analytics Landscape Chart
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ON THE EMA RADAR™

vendor because it maximizes revenue. However, care must be taken in raising the
price. If it inflates too much, the number of prospects willing to accept the increase
in price drops, and the solution moves out of optimal revenue. This is represented
by an even farther move left on the X-axis and a corresponding transition from a
Value Leader to a Strong Value or lower.

For the buyer, having maximum functionality is highly desirable, but so is having
lowest cost. This convergence rarely occurs in the real world because with cheap
pricing, the company revenue is more limited, meaning R&D investment is limited.
With reduced R&D there is a reduced capacity to produce features as quickly as
others. The pricing choices the company makes, while possibly maximizing the
right position on the X-axis, also limits the vertical positioning on the Y-axis.

Despite its lower cost, if the solution does not maintain the roughly 80 percent
level of functionality compared to its competitors as they continue development, it
will fall into a lower functionality bracket of the graph, dropping from Value Leader
to Strong Value or lower. There is no way it can move up faster on the Y-axis than
its competitors without external investment to give it a jump in R&D to increase
capacity and comparative feature parity.

| EMA RADAR FOR NETWORK-BASED SECURITY ANALYTICS: Q3 2018

This is why new companies often not only come in at lower prices, but in many
cases will provide severely reduced pricing or even free trials to companies
designated as “strategic wins.”

In making the decision to buy, desire for features often conflicts with budgetary
limitations. Buyers are either forced to spend more than they want to, being
pushed outside of their value range, or be willing to sacrifice features and move
to another solution at a lower cost. In general, maximum vendor revenue is
somewhere around the dividing line between Value Leader and Strong Value at
the top left of the Value Leaders triangle. On the other hand, the vendors in the
bottom right corner of the Value Leaders triangle usually maximize profit because
even though they have lower pricing, they have a lower development cost for the
solution and can attract a sizable customer base.
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VALUE LEADER: BALBIX

OVERVIEW

Balbix is a new startup in the security analytics the likelihood of a specific type of breach, to drill down and get prescriptions on
market. The company and its BreachControl™ how to fix the vulnerabilities found. Prescriptions provided are tactical, such as
product launched in June 2017, but they began reducing the number of users with administrative privileges, as well as strategic,
development of BreachControl in late 2015. To such as installing advanced endpoint controls or jump hosts. Its sensors,

date, Balbix has raised $28.6 million, which includes distributed at calculated locations around the enterprise network, continuously
former Cisco CEO John Chambers’ JC2 venture discover and monitor endpoints, applications, users, cloud, and loT devices.

fund. Balbix’s earliest customers used the product
in production networks by late 2016. Veteran IT
security entrepreneur and founder, Gaurav Banga,
is the former cofounder and CEO of Bromium.

Balbix offers outstanding value due to aggressive pricing and quick time to value.
In this evaluation, it demonstrated very strong searching capabilities. For example,
analysts can enter, “Where will an attack start?” and Balbix will show the most
likely place or entity that an attacker may compromise to gain access. Or, an

Balbix is well differentiated in its risk-based analyst can ask what the attackers are likely to go after, and it will present a list. In
approach to breach avoidance by predicting addition, Balbix’s solid Ul makes it possible for lower-skilled analysts to get up to
likely breach scenarios that are specific to each customer’s environment. speed quickly. Finally, data collection is very comprehensive.

BreachControl's self-learning algorithms analyze data gathered on hundreds
of risk dimensions within the customer’s environment to build a risk model.

It then uses a color-coded heat map to display areas of highest risk that are
clickable and searchable, so analysts and CISOs can see which assets are
thought to be of highest business risk. The heat map provides multiple views.
It allows analysts to click on specific areas, including devices, locations, and

However, Balbix is a small, relatively new startup. BreachControl focuses on
communicating risk and attack likelihood, and prioritizing preventative actions. It
is not designed to be a breach detection tool, so prospects should be sure of their
desired use case to ensure the greatest success. For that same reason, it is also
limited in its breach remediation capabilities.
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VALUE LEADER: BALBIX

RADAR CHART EVALUATION
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STRENGTHS AND WEAKNESSES

BALBIX STRENGTHS:
« Strong, intuitive search capabilities
+ Great value through competitive pricing
+ Fast time to deploy and use
+ Comprehensive data collection

BALBIX WEAKNESSES:
+ Limited breach remediation
+ Short operating history

+ Focused on addressing threat likelihood and
reducing risk, not threat or breach detection
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About Enterprise Management Associates, Inc.

Founded in 1996, Enterprise Management Associates (EMA) is a leading industry analyst firm that provides deep insight across the
full spectrum of IT and data management technologies. EMA analysts leverage a unique combination of practical experience, insight
into industry best practices, and in-depth knowledge of current and planned vendor solutions to help EMA’s clients achieve their goals.
Learn more about EMA research, analysis, and consulting services for enterprise line of business users, IT professionals, and IT vendors
at www.enterprisemanagement.com or blog.enterprisemanagement.com. You can also follow EMA on Twitter, Facebook, or LinkedIn.

This report in whole or in part may not be duplicated, reproduced, stored in a retrieval system or retransmitted without prior written
permission of Enterprise Management Associates, Inc. All opinions and estimates herein constitute our judgement as of this date
and are subject to change without notice. Product names mentioned herein may be trademarks and/or registered trademarks of their
respective companies. “EMA” and “Enterprise Management Associates” are trademarks of Enterprise Management Associates, Inc. in
the United States and other countries.
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