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The Verizon DBIR is the most anticipated annual report on data breaches with 
many incredible insights, and this year is no exception. The most surprising 
finding is the rapid explosion in vulnerability exploitation, which now constitutes 
one of the most critical paths to initiating breaches.

Balbix is a data contributor to Verizon DBIR, and we have poured over this report 
to provide seven key actionable takeaways to enable you and your organization 
to navigate the riskiest areas of cyber risk and deliver suggestions to improve 
your security.
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Key DBIR Finding #1 

Vulnerability Exploits Are Exploding

This year has seen a 180% increase in vulnerability exploits, with the MOVEit vulnerability and 

other zero-day exploits increasingly leveraged by ransomware and extortion-related threat actors. 

Recommendation:  
Use a Risk-Based Approach to Remediating Vulnerabilities 

Shift to a risk-based approach to fixing vulnerabilities associated with internet-facing 

assets. Cyber Risk Quantification (CRQ) can help you prioritize vulnerabilities by financial 

impact, zeroing in on and quickly remediating the most severe ones.
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Results  
and analysis: 
Introduction
Hello, friends, and welcome to the “Results and analysis” section. This is where we 
cover the highlights we found in the data this year. This dataset is collected from a 
variety of sources, including our own VTRAC investigators, reports provided by our 
data contributors and publicly disclosed security incidents.1

Because data contributors come and go, one of our priorities is to make sure 
we can get broad representation on different types of security incidents and the 
countries where they occur. This ebb and flow of contributors obviously influences 
our dataset, and we will do our best to provide context on those potential biases 
where applicable.

This year we onboarded a good number of new contributors and reached an 
exciting milestone of more than 10,000 breaches analyzed in a single edition.2  
It is an enormous amount of work to organize and analyze, but it is also incredibly 
gratifying to be able to present these results to you.

In an attempt to be more actionable, we would like to use this section to discuss 
some high-level findings that transcend the fixed structure of the Vocabulary 
for Event Recording and Incident Sharing (VERIS) 4As (Actor, Action, Asset and 
Attribute) and expand on some of the key findings we have been highlighting over 
the past few years.

1 Have you checked out the VERIS Community Database (VCDB) yet? You should, it’s awesome! 
(https://verisframework.org/vcdb.html)

2 We also passed our cumulative 1 million incident milestone as we forecast in the 2023 DBIR, but 
we are only mentioning this here in the footnote to not aggravate the report; it was very 
disappointed that 1 million is not enough to retire on in this economy.

3 We’re not throwing shade—different types of contributing organizations focus on what is most 
relevant for them, as well they should.

Ways into  
your sensitive 
data’s heart 
One of the actionable perspectives 
we have created has been the ways-
in analysis, in which we try to make 
sense of the initial steps into breaches 
to help predict how to best avoid or 
prevent them. We still have plenty 
of unknown Actions and vectors 
dispersed throughout the dataset as 
investigation processes and disclosure 
patterns widely differ across our data 
contributors,3 but this view of what we 
know for sure has remained stable and 
representative over the years.

Figure 6 paints a clear picture of what 
has been the biggest pain point for 
everyone this year. This 180% increase 
in the exploitation of vulnerabilities 
as the critical path action to initiate a 
breach will be of no surprise to anyone 
who has been following the MOVEit 
vulnerability and other zero-day exploits 
that were leveraged by Ransomware 
and Extortion-related threat actors.

This was the sort of result we were 
expecting in the 2023 DBIR when 
we analyzed the impact of the Log4j 
vulnerabilities. That anticipated worst 
case scenario discussed in the last 
report materialized this year with this 
lesser known—but widely deployed—
product. We will be diving into additional 
details of MOVEit and vulnerability 
exploitation in the “Action” and “System 
Intrusion” pattern sections.

Figure 6. Select ways-in enumerations in non-Error, non-Misuse breaches over time

Key Findings
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Note: The CISA KEV, or the Cybersecurity & Infrastructure Security Agency's Known 

Exploited Vulnerabilities (KEV) catalog, is a curated list of vulnerabilities known to be 

actively exploited by cybercriminals. This resource is maintained by CISA, an agency of the 

United States Department of Homeland Security responsible for enhancing the security, 

resilience, and reliability of the nation's cybersecurity and communications infrastructure.
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Figure 20. Time from publication of vulnerability to first scan seen (from 
2020 onward)

Non CISA KEV

CISA KEV

Days until first scan
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39 Eat your heart out, CVSS (Common Vulnerability Scoring System).
40 Have a look at the “Introduction” subsection in this “Results and analysis” section.
41 https://www.cisa.gov/resources-tools/resources/secure-by-design

We recommend that folks who are 
involved in both software development 
and software procurement take the 
time to review the recently updated 
“Secure by Design”41 report by CISA 
and 17 U.S. and international partners. 
It shows how software can be made 
to have better security outcomes and 
what to look for as a buyer. The DBIR 
does not intend to foster any bad blood 
with software providers that might be 
falling short of their goals in keeping 
their products safe, but if there ever 
was a clear time to make a statement 
by prioritizing this elegant solution to a 
growing threat, this is it. We can see the 
costs of not acting all too well.

This is not enough to shake the risk off. 
As we pointed out in the 2023 DBIR, 
the infamous Log4j vulnerability had 
nearly a third (32%) of its scanning 
activity happening in the first 30 days 
of its disclosure. The industry was very 
efficient in mitigating and patching 
affected systems so the damage was 
minimized, but we cannot realistically 
expect an industrywide response 
of that magnitude for every single 
vulnerability that comes along, be it 
zero-day or not.

In fact, if you look at the distribution 
of when vulnerabilities have their first 
scan seen in internet honeypots on 
Figure 20, the median time for that to 
happen for a Common Vulnerabilities 
and Exposures (CVE) registered 
vulnerability in the CISA KEV is five 
days. On the other hand, the median 
time for non-CISA KEV vulnerabilities 
sits at 68 days. There is an obvious “no 
true Scotsman” fallacy comment to be 
made here because when exploitation 
starts running rampant, vulnerabilities 
get added to the KEV. There are few 
hindsight metrics as powerful as this 
one to guide what you should be 
patching first.39 In summary, if it goes 
into the KEV, go fix it ASAP.

Even though this survival analysis 
chart looks bleak, this is the optimist’s 
view of the situation. We must remind 
ourselves that these are companies 
with resources to at least hire a 
vulnerability management vendor. That 
tells us that they care about the risk and 
are taking measures to address it. The 
overall reality is much worse, and as 
more ransomware threat actors adopt 
zero-day and/or recent vulnerabilities, 
they will definitely fill the blank space 
in their notification websites with your 
organization’s name.

If we can’t patch the vulnerabilities 
faster, it seems like the only logical 
conclusion is to have fewer of them 
to patch. We realize this is the stuff 
of our wildest dreams, but at the very 
least, organizations should be holding 
their software vendors accountable 
for the security outcomes of their 
product, even if there is no regulatory 
pressure on those vendors to do 
better. The DBIR will emphasize this 
point going forward by expanding our 
third-party involvement in breaches 
metric to also account for the 
exploitation of vulnerabilities.40 This 
helps illustrate that when choosing 
a vendor, software that is secure by 
design would make a difference.

Figure 20. Time from publication of vulnerability to first scan seen (from 2020 
onward)

Key DBIR Finding #2
Don't Wait for Vulnerabilities to Get on KEV

The median time from initial vulnerability publication to first detection of adversary scanning 

activity for CISA KEV is five days, compared to 68 days for non-CISA KEV CVEs.

Recommendation:  
Prioritize Remediation of CISA KEV Listed Vulnerabilities  

With a risk-based approach, you should be able to remediate high-impact vulnerabilities 

before they are listed in the CISA KEV catalog. But, when a vulnerability is listed in the 

CISA KEV, you should immediately prioritize it for remediation since adversaries are 

exploiting these vulnerabilities.
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Key DBIR Finding #3
CISA KEV Remediation Takes Too Long

By doing a survival analysis of vulnerability management data and focusing on the vulnerabilities 

in the CISA Known Exploited Vulnerabilities (KEV) catalog (an area of focus in vulnerability 

management), the report found it takes around 55 days to remediate 50% of those critical 

vulnerabilities once their patches are available. The patching doesn’t start picking up until after 

the 30-day mark, and by the end of the year, around 8% are still open.

Recommendation:  
Track Vulnerability Management Metrics 

Track vulnerability management metrics such as Mean Open Vulnerability Age (MOVA) and 

Mean Time to Remediate (MTTR) to benchmark your program's performance and identify 

areas for improvement (e.g., material assets and high-priority vulnerabilities).

212024 DBIR Results and analysis

32 DBIR guided visualization: Picture blue team folks in jerseys at the Super Bowl chanting, “MFA! 
MFA! MFA!”

33 https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-158a
34 Vegeta’s power Scouter is still intact.
35 And just like a consultant will say, “It depends,” our data scientists will say, “It’s the sampling bias.”
36 Hat tip to Jay Jacobs of Cyentia on the methodology: https://www.cyentia.com/why-your-mttr-is-

probably-bogus
37 https://www.cisa.gov/known-exploited-vulnerabilities-catalog
38 Such as the one in https://www.cisa.gov/sites/default/files/publications/CISAInsights-Cyber-Rem

ediateVulnerabilitiesforInternetAccessibleSystems_S508C.pdf

But before organizations start pointing 
at themselves saying, “It’s me, hi, 
I’m the problem,” we must remind 
ourselves that after following a sensible 
risk-based analysis,38 enterprise patch 
management cycles usually stabilize 
around 30 to 60 days as the viable 
target, with maybe a 15-day target for 
critical vulnerability patching. Sadly, this 
does not seem to keep pace with the 
growing speed of threat actor scanning 
and exploitation of vulnerabilities.

Exploitation 
moving swiftly 
in the threat 
landscape
The DBIR is entering its Vulnerability 
Era. One of the most critical findings 
we had this year was the growth of the 
Exploit vuln action variety. We have 
emphasized the fact that credential 
abuse is the big thing to focus on for 
several years now,32 and even the most 
obtuse of us can see a trend when it is 
smacking us in the face.

We knew that the MOVEit vulnerability 
was trouble when it first entered the 
room, and we were able to identify 
1,567 breach notifications that related 
to MOVEit by a combination of (very 
vague) breach descriptions and the 
timing of the breach itself. Reports from 
CISA33 state that the Cl0p ransomware 
team had compromised more than 
8,00034 global organizations from 
a handful of zero-day vulnerabilities 
being exploited. It is important to 
mention this high number even if 
our sampled incident dataset does 
not account for all of that in either 
breach notifications or ransomware 
victim listings scraped from the threat 
actor’s own notification websites.35

This love story between zero-day 
vulnerabilities and ransomware threat 
actors puts us all in a concerning 
place. By doing a survival analysis36 
of vulnerability management data and 
focusing on the vulnerabilities in the 

CISA Known Exploited Vulnerabilities 
(KEV) catalog,37 (arguably an area 
of priority focus in vulnerability 
management), we found that it takes 
around 55 days to remediate 50% of 
those critical vulnerabilities once their 
patches are available. As Figure 19 
demonstrates, the patching doesn’t 
seem to start picking up until after  
the 30-day mark, and by the end of  
a whole year, around 8% of them are 
still open.

Figure 19. Survival analysis of CISA KEV vulnerabilities
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Key DBIR Finding #4
Third-Party Vulnerabilities Are on the Rise

Third-party vulnerabilities (e.g., SaaS, business, and open-source apps) are rising. These 

vulnerabilities can lead to breaches like the SolarWinds attack. Supply chain interconnection 

influenced 15% of the breaches this year, a significant increase from 9% last year.

Recommendation:  
Understand Your  
Software Supply Chain 

Maintain an accurate and up-to-date 

Software Bill of Materials (SBOM). 

Without an SBOM, identifying third-party 

vulnerabilities could take weeks or months. 

Many companies took a long time to discover 

all their instances of Log4j. Also, there is a 

growing reliance on FOSS (free and open 

source software) and the criticality of SBOM 

in responding to sophisticated attacks such 

as the recent XZ Utils Backdoor attack. 

Additionally, monitor systems to detect 

unusual activity or potential breaches in real 

time. This allows for immediate response and 

mitigation of security threats throughout the 

supply chain. 

14

in a third-party data processor or 
custodian site (fairly common in the 
MOVEit cases, for instance). Less 
frequently found in our dataset, but 
also included, are physical breaches 
in a partner company facility or even 
partner vehicles hijacked to gain 
entry to an organization’s facilities.10

So far, this seems like a pretty standard 
third-party breach recipe, but we are 
also adding cases, such as SolarWinds 
and 3CX, in which their software 
development processes were hijacked 
and malicious software updates 
were pushed to their customers to 
be potentially leveraged in a second 
step escalation by the threat actors. 
Those breaches are ultimately caused 
by the initial incident in the software 
development partner, and so we are 
adding those to this tab.

Now for the controversial part: 
Exploitation of vulnerabilities is counted 
in this metric as well. As much as we 
can argue that the software developers 
are also victims when vulnerabilities 
are disclosed in their software (and 
sure, they are), the incentives might 
not be aligned properly for those 
developers to handle this seemingly 
interminable task. These quality control 
failures can disproportionately affect 
the customers who use this software. 
We can clearly see what powerful 
and wide-reaching effects a handful 
of zero-day or mismanaged patching 
rollouts had on the general threat 
landscape. We stopped short of adding 
exploitation of misconfigurations 
in installed software because, 
although those could be a result of 
insecure defaults, system admins 
can get quite creative sometimes.

10 We should stop watching those “Mission: Impossible” movies during DBIR writing season.
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Figure 10. Action varieties in selected 
supply chain interconnection breaches 
(n=1,075)

Figure 10 shows the breakdown 
of VERIS actions in the supply 
chain metric and, as expected, 
it is driven by Exploit vuln, which 
ushers Ransomware and Extortion 
attacks into organizations.

This metric ultimately represents a 
failure of community resilience and 
recognition of how organizations 
depend on each other. Every time 
a choice is made on a partner (or 
software provider) by your organization 
and it fails you, this metric goes up. 
We recommend that organizations 
start looking at ways of making 
better choices so as to not reward 
the weakest links in the chain. In a 
time where disclosure of breaches is 
becoming mandatory, we might finally 
have the tools and information to help 
measure the security effectiveness of 
our prospective partners.

We will keep a close watch on this 
one and seek to improve its definition 
over time. We welcome feedback 
and suggestions of alternative 
angles, and we believe the only 
way through it is to find ways to 
hold repeat offenders accountable 
and reward resilient software and 
services with our business.
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Key DBIR Finding #5

Misconfigurations Are Falling  
but Still Pose a Considerable Risk

Misconfigurations were seen in approximately 10% of breaches. While on a downward trend for 

the last three years due to more systems becoming more secure by default, misconfigurations 

still pose a considerable risk of exploitation.

Recommendation:  
Monitor Software Configurations 

Leverage automated techniques to identify 

and remediate misconfigurations. These 

methods can help scan your systems for 

deviations from desired configurations and 

automate applying corrective actions. Also, 

it is best to harden systems via stricter 

enforcement of configuration controls.

47

Miscellaneous 
Errors

I know exactly 
what I’m doing.
In our fast-paced and hectic world, it is 
easy to make the occasional mistake. 
The key is to make sure that those 
errors remain occasional and do not 
become habitual. Employees might be 
inching toward the latter state given 
the fact that we saw approximately five 
times as many Error-related breaches 
this year as we did in last year’s report. 
Does this substantial increase mean 
that incompetence and inattention to 
detail are booming?84 Possibly, but it 
is also, as stated earlier in this report, 
indicative of the generosity of our 
data-sharing partners. The greater the 
number of breaches that we examine, 
the higher these percentages become. 
More than 50% of errors in 2023 
resulted from Misdelivery (sending 
something to the wrong recipient), as 
shown in Figure 46. This was also the 
No. 1 category in last year’s report.

Misconfiguration is the next most 
common error and was seen in 
approximately 10% of breaches. 
Misconfiguration has been on a 
downward trend85 for the last three 
years. There are a few possible 
explanations for this. Chief among 
them is that (thankfully) many systems 
are becoming more secure by default, 
making the practice of standing up 
new tech without reading the manual 
a less risky proposal. Other factors 
may include that security researchers 
are not spending as much time on 
finding these systems with their screen 
doors flapping in the wind, and, lastly, 

Frequency 2,679 incidents, 
2,671 with confirmed 
data disclosure

Threat actors Internal (100%) 
(breaches)

Data 
compromised

Personal (94%), 
Internal (34%), 
Bank (14%),  
Other (12%) 
(breaches)

Summary
Errors have increased substantially 
this year, possibly indicating a rise in 
Carelessness, although it may also 
reflect increased data visibility with 
new contributors. More than 50% of 
errors were the result of Misdelivery, 
continuing last year’s trend, while other 
errors, such as Disposal, are declining. 
End-users now account for 87% of 
errors, emphasizing the need for 
universal error-catching controls  
across industries.

What is the same?

We can always count on people making 
mistakes. The categories of mistakes 
they make are consistent year over 
year, and while some Error varieties 
have been decreasing, the ranking of 
frequency remains the same.

2024 DBIR Incident Classification Patterns

Figure 46. Top Action varieties in 
Miscellaneous Errors breaches 
(n=2,586)

84 Look around at your coworkers, and use your best judgment to answer that question.
85 Not unlike most of civilization 
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Key DBIR Finding #6

Ransomware/extortion Is Still Dominant

Roughly one-third of all breaches involve Ransomware or Extortion. Extortion attacks, which are 

less familiar to many, may or may not involve actual access to data like ransomware but use the 

threat of damage or disclosure to coerce payment. These attacks have risen over the past year 

and are now a component of 9% of all breaches (as opposed to a decline in Ransomware to 23%.)  

Over the past three years, the combination of Ransomware and other Extortion breaches accounted 

for almost two-thirds of financially motivated attacks (fluctuating between 59% and 66%).

Recommendation:  
Backup Data and  
Prioritize Remediation

Ransomware often exploits vulnerabilities 

in software and operating systems. As your 

first (and ongoing) proactive measure, you 

should deploy data backup and restoration 

mechanisms and provide continuous backup 

and data monitoring for critical systems. 

A multi-layered security approach also 

reduces the initial risk of infections by 

providing multiple defensive barriers. 

The key to this is monitoring all systems, 

software and applications for high-severity 

vulnerabilities and patching them before they 

can be exploited by ransomware. Focus on 

specifically identifying vulnerabilities linked 

to ransomware and other malware to prioritize 

remediation efforts in a risk-based manner.

31

The makeup of this pattern hasn’t 
changed much. It is where our more 
sophisticated attacks57 are found. They 
still largely consist of breaches and 
incidents in which the threat actor 
leverages a combination of Hacking 
techniques and Malware to penetrate 
the victim organization—more or less 
what one might expect from an 
unauthorized penetration test. However, 
rather than providing a helpful written 
report at the conclusion of the exercise, 
they typically deploy Ransomware and 
provide the victim with a much less 
helpful extortion note. These 
Ransomware attacks account for 70% 
of the incidents within System Intrusion, 
as seen in Figure 28. The other often 
seen actions in the System Intrusion 
pattern tend to be those that provide 
the actor access to the environment, 
such as Exploit vulnerabilities and 
Backdoors. We also saw Extortion 
creeping into this space, primarily  
due to a large and impactful event  
that we will discuss later in the report—
so stay tuned.58

Ransomhow?
With regard to vectors (Figure 29), we 
saw a great deal of Direct install. This 
is when threat actors use their existing 
system access to install malware, 
such as Ransomware or Backdoors. 
The vector of Web applications, which 
is a favored target of exploits, also 
appeared frequently, as we discussed in 
the ways-in analysis in the “Results and 
analysis” section. Of course, we still see 
threat actors leveraging Email to reach 
users and Desktop sharing software 
to gain entry into systems. Because 
these threat actors use a plethora of 
tools and techniques, this data is longer 
tailed, which is why Other shows up 
relatively often in our top five. Within the 
category of Other are vectors such as 
VPNs, Software updates and a whole 
bunch of Unknowns (our bet is that it 
is most likely split among the tactics 
discussed above, just not explicitly 
reported to us). Therefore, when 
prioritizing your efforts at protecting 
yourself, don’t neglect addressing 
malware infections, stolen credentials 
or unpatched systems as it may lead 
you to break out in Ransomware.59

Ransomwho?
Much like Sisyphus with his never-
ending task, it seems that the 
hardworking people in IT must continue 
to contend with the evolving threat of 
Ransomware. Ransomware has again 
dominated the charts, accounting 
for 11% of all incidents, making it 
the second most common incident 
type. Ransomware (or some type of 
Extortion) appears in 92% of industries 
as one of the top threats.

2024 DBIR Incident Classification Patterns

Figure 28. Top Action varieties in 
System Intrusion incidents

When we remove the Ransomware 
groups from this dataset,60 we’re left 
with a pretty even split of 44% run-of-
the-mill types of criminals and 40% 
State-affiliated actors. It shouldn’t 
be too surprising to find out that the 
tactics used by criminals are very 
closely aligned to those used by Actors 
working on the behalf of their country.

Figure 29. Top Action vectors in 
System Intrusion incidents (n=1,789)

57 If these attacks were people, they would drink fine wine in restaurants, pontificate loudly on  
the vintage and drive cars made in Scandinavia. 

58 And if you could hit the Like and Subscribe buttons, we’d appreciate it. Oh, wait, wrong platform.
59 And a visit to the dermatologist won’t help.
60 Ah, wouldn’t that be nice? Just the thought of it improved my mood.

Ransomware (or some type  
of Extortion) appears in 92%  
of industries as one of the  
top threats.
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Key DBIR Finding #7
Privilege Misuse Is Growing

Social engineering and abuse of privileges have been an evergreen challenge. Yet, the latter is 

increasingly used by internal bad actors (35%, a significant increase from last year’s 20%.) vs. 

external attackers (65%), though external actors still perform most breaches. Primary motives 

this year are Financial (88%) and espionage (46%). 

Recommendation:  
Monitor and Control Identities 

First, adopt a zero-trust mindset, maintaining strict access controls to your systems 

and data and not trusting anyone by default, even those inside your network. Second, 

implement the principle of least privilege by continuously monitoring and right-sizing user 

identities and maintaining only the access users need, especially when joining, moving, and 

leaving the organization. Over-privileged internal users should be monitored since broad 

access can magnify a breach's blast radius dramatically. Finally, you should consistently 

implement MFA (Multi-Factor Authentication).

542024 DBIR Incident Classification Patterns

Figure 55. Top Confidentiality data varieties over time in Privilege Misuse breaches

In our prior report, we saw collusion—
multiple actors working in concert to 
achieve the goal of the breach—at 7%, 
which, while nowhere near the highs we 
saw back in 2019, was still a surprise. 
This year, things seem to have gone 
back to normal, and we are seeing 
collusion dropping to less than 1% of 
breaches. This is good news because 
it’s bad enough when employees start 
making off with company data, but 
when they team up with outsiders, 
chaos ensues.

As Figure 55 shows, employees are 
largely taking Personal data—this is 
likely about customers, since names, 
contact info and other such things 
could be quite useful for both starting 
a new competing enterprise or for 
committing financial crimes. We saw 
Internal data show a bit of a spike 
this year as well, which would include 
sensitive plans and intellectual property 
that would attract the Espionage-
motivated employee. Finally, Banking 
data is remaining mostly steady over 
time as a targeted data type.

Last year we observed a sharp uptick 
in the Fraudulent transaction, so we 
wanted to take a look this year to 
determine whether it was the start of a 
trend. This is commonly the end game 
of the BEC attack—where attackers 
socially engineer someone into sending 
them cash electronically. Internal 
actors already have access to systems 
containing that capability, and they 
made good use of it last year. We are 
happy to report that this trend has not 
continued. Despite spiking to almost 
15% in last year’s data, it has returned 
to a placid 3% this year.

CIS 
Controls for 
consideration
Manage access

Secure Configuration of Enterprise 
Assets and Software [4]
– Establish and Maintain a Secure 
Configuration Process [4.1]
– Manage Default Accounts on 
Enterprise Assets and Software [4.7]

Account Management [5]
– Disable Dormant Accounts [5.3]
–  Restrict Administrator Privileges to 

Dedicated Administrator Accounts 
[5.4]

Access Control Management [6]
– Establish an Access Granting 
Process [6.1]
– Establish an Access Revoking 
Process [6.2]
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Artificial general intelligence 
threat landscape, emphasis on 
“artificial,” not “intelligence”
Despite the pressure from a vocal 
minority of the cybersecurity 
community,17 it seems that the DBIR 
team will not be adding “Evil AGI”18 to 
the VERIS actor enumerations in 2024. 
However, it is still a very timely topic 
and one that has been occupying the 
minds of technology and cybersecurity 
executives worldwide.19

We did keep an eye out for any 
indications of the use of the emerging 
field of generative artificial intelligence 
(GenAI) in attacks and the potential 
effects of those technologies, but 
nothing materialized in the incident data 
we collected globally.20

After performing text analysis alongside 
our criminal forums data contributors, 
we could obviously see the interest in 
GenAI (as in any other forum, really), but 
the number of mentions of GenAI terms 
alongside traditional attack types and 
vectors such as “phishing,” “malware,” 
“vulnerability” and “ransomware” were 
shockingly low, barely breaching 100 
cumulative mentions over the past 
two years. Most of the mentions21 
involved the selling of accounts to 
commercial GenAI offerings or tools 
for AI generation of non-consensual 
pornography. Figure 14 illustrates  
our findings.

If you extrapolate the commonly 
understood use cases of GenAI 
technology, it could potentially help 
with the development of phishing, 
malware and the discovery of new 
vulnerabilities in much the same 
way it helps your 10th grader write 
that book report for school or your 
average AI social media influencer 
pretend to create a website by taking 
a picture of a drawing on a napkin.

But would this kind of assistance 
really move the needle on successful 
attacks? One can argue, given our 
Social Engineering pattern numbers 
from the past few years, that Phishing 
or Pretexting attacks don’t need to be 
more sophisticated to be successful 
against their targets, as we have seen 
with the growth of BEC-like attacks. 
Similarly, malware, especially of the 
Ransomware flavor, does not seem to 
be lacking in effectiveness, and threat 
actors seem to have a healthy supply 
of zero-day vulnerabilities for initial 
infiltration into an organization.

From our perspective, the threat actors 
might well be experimenting and trying 
to come up with GenAI solutions to 
their problems. There is evidence 
being published22 of leveraging such 
technologies in “learning how to code” 
activities by known state-sponsored 
threat actors. But it really doesn’t look 
like a breakthrough is imminent or 
that any attack-side optimizations this 

might bring would even register on the 
incident response side of things. The 
only exception here has to do with the 
clear advancements on deepfake-like 
technology, which has already created 
a good deal of reported fraud and 
misinformation anecdotes.

Incidentally, we did ask one of those 
GenAI tools what threats this nascent 
technology could amplify, and it ended 
up suggesting the same things as 
above.23 It made it seem like it already 
had an outsize influence in those 
subjects and that “organizations must 
adapt their defense strategies to keep 
pace with the evolving sophistication 
of GenAI-driven threats.”24 This little 
experiment seems to indicate that 
even GenAI has a tendency toward 
beefing up its resume via the use 
of well-placed exaggeration.

Turns out it’s really hard to escape the 
hype no matter where you sit on the 
natural vs. artificial divide.

17 Strange spelling for “unhinged marketing hype”
18 Artificial general intelligence. You know, HAL 9000, Skynet, Cylons, M3GAN …
19 Just like real impactful technologies such as blockchain and the metaverse
20 But if we had been taken over by an evil AI technology, that is what we would say. Makes  

you think.
21 It is worth pointing out that while we were writing this section, Kaspersky came up with similar 

research that is worth a look: https://usa.kaspersky.com/about/press-releases/2024_new-
kaspersky-study-examines-cybercrimes-ai-experimentation-on-the-dark-web

22 https://www.microsoft.com/en-us/security/blog/2024/02/14/staying-ahead-of-threat-actors-in-
the-age-of-ai

23 And when we asked it to do it again but in the voice of the DBIR, it seemed unhealthily fixated in 
circus and theater jokes and puns. Is that what we sound like?

24 We certainly know where we’re getting marketing copy for our next cybersecurity startup.

Figure 14. Cumulative sum of GenAI 
in criminal forums

GenAI in Attacks—More Hype Than Reality
One overall observation from the DBIR report is that Verizon 
looked at the emerging field of generative artificial 
intelligence (GenAI) in attacks and its potential effects. 
However, nothing in the incident data indicated its use is 
currently rising. You should still monitor this as GenAI will 
eventually have the potential to be very impactful from an 
adversary perspective in the future. Fortunately, AI-powered 
security solutions like Balbix are currently ahead of the 
hackers in using AI, though it's an ongoing race.

Conclusion
The findings in this year's report underscore the urgency with which organizations must take a risk-based 
approach to reduce their exposure to vulnerability exploitation and misconfigurations and implement 
risk management solutions that prioritize risks and significantly reduce remediation times. The seven 
actionable takeaways provided are designed to guide you through the complexities of the current 
threat landscape, helping you not only to identify but effectively mitigate the areas of highest risk.

By implementing these suggestions, your organization can enhance its defensive mechanisms, 
stay ahead of potential threats, and foster a more secure operational environment. Embracing 
these insights will not only safeguard your data and systems but also reinforce your organization's 
commitment to maintaining cyber resilience. In the digital age, an informed and proactive approach 
to cybersecurity is not just an option—it is a necessity.



Thank you to the entire DBIR team, especially 

C. David Hylender, Philippe Langlois, Alex Pinto 

and Suzanne Widup for working tirelessly on this 

report and arming the defenders with data to 

continue waging the good fight. 

Request a demo to learn more about how 
Balbix can help you improve your security.


