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There are some amazingly high profile architectural landmarks such as The London Eye,
the original Ferris Wheel, the San Francisco Palace of Fine Arts, and even the iconic

Eiffel Tower, that were meant to be temporary in nature. Often built for World's Fairs, or
similar high profile exhibitions, these buildings were often designed and built in a hurried
schedule to meet the arrival of millions of visitors. These structures often pushed the
limits of engineering, but given their temporary charter, were built with materials that
weren't meant to stand the test of time.

As COVID-19 hit, IT and infosec teams across the globe scrambled to enable remote work for
large numbers of employees as quickly as possible. VPNs were dusted off and pushed

to their limits. New cloud productivity and collaboration applications were fired up

in record time. Endpoint devices were taken home, beyond the safe confines of the
corporate perimeter. BYOD was simply allowed where it might not have been before.

You can't help but applaud the heroic efforts of the teams putting this temporary infrastructure
in place. Now however, remote work has become popular enough to become permanent
for many. Here are 6 best practices to help ensuring the security of a remote workforce.
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1. Avoid password reuse

According to Balbix’s 2020 State of Enterprise Password Use Report, 99% of users

reuse passwords between work and personal accounts. The implication? When that
consumer cloud service gets breached, the bad guys are also getting their hands on that
user’s work password(s) as well. It's no wonder that 80% of breaches are the result of
compromised, weak, or reused passwords.

Balbix can identify reuse of passwords, ensuring that you're focusing on those users at
highest risk for compromise via password reuse.

Risk Details (8 Assets)

] : __ Q, Search your
Assets with Active Password Reuse Observed on Privileged User Assets
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Compromised Credentials

An attacker can use compromised credentials to gain unauthorized access to a system in your network. The adversary will try to somehow intercept and extract
incorrectly encrypted communication between your systems, or from unsecured handling by software or users. The adversary may also exploit reuse of passwor
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Identifying Risk of Compromise from Password Reuse
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https://www.balbix.com/blog/why-nist-wants-you-to-remove-complexity-from-your-password-policies/
https://www.balbix.com/blog/why-nist-wants-you-to-remove-complexity-from-your-password-policies/
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https://www.balbix.com/blog/top-10-routinely-exploited-vulnerabilities/
https://www.balbix.com/blog/top-10-routinely-exploited-vulnerabilities/
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4. Beware risky activities

With the shift to home work, the lines between personal lives and work lives are blurring
like never before. Unfortunately, this might also mean riskier web browsing and other
behaviors on corporate assets, let alone the risk of others in the household making use of
corporate machines. For privileged users, the stakes are even higher.

Keep tabs on those users (privileged or otherwise) that are driving unnecessary risk into
the organization via risky behaviors.

] Risk Details (6 Assets)

; ; . Q. Search your network
Assels with Active High Browsing Volume to nen-standard URLs Observed on Privileged User Assets

RISK SUMMARY BMM DETAILS
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Phishing, Web, & Ransomware

Phishing is used by attackers to get users to inadvertently execute some malicious code, and thereby compromise a system, account or session. The adversary will send your users a link or
malicious attachment over email (or other messaging system), often alongside some text/image that entices them to click.

Phishing, Web, & Ransomware Likelihood Score
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Keep tabs on those users (privileged or otherwise) that are driving unnecessary risk via risky behaviors
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https://www.balbix.com/blog/where-to-start-with-it-consolidation/
https://www.balbix.com/insights/attack-surface-management/

[ Risk Details (1 0 Assets)
Assets with Active Unpatched and Vulnerable OS Running on Privileged User Assets

RISK SUMMARY BMM DETAILS
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Unpatched Vulnerabilities
'Unpatched vulnerabilities allow mmknmhm-mﬂdmmhbylmm-mmbwﬂmhum been patched. The
mahodsyms, and then attack them directly orh:lronlly
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Request a demo today to learn
more about these and other
capabilities in the Balbix platform.
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